NAMATKA

ANA OBYYAIOLMXCA OB MHOOPMALIMOHHOW BE3OMNACHOCTU

HE/1b3A

1. Bcem noapAg coobluaTb CBOI YacTHYO MHbOpMaLuio (HacToAwme umsa, pamunuio, TenedoH, agpec,
HOMep LIKObI, a TakXe doTorpadun ceoun, cBoen cemMbu u apy3ein);

2. OTKpbIBaTb BAOXKEHHbIE Gaibl 3/1IEKTPOHHOM NOYTbI, KOTAa He 3Haellb OTNPaBuUTeNs;
3. Fpy6buTb, NPUAMPATLCA, OKA3bIBaTb AaBJeHME - BECTU ceba HEBEXNBO U arpPecCMBHO;

4. He pacnops:kalica aeHbramm TBoen ceMbm 6€3 paspelueHms cTaplumx - Bcerga cnpawmnsan
poautenen;

5. He BcTpeyalica ¢ MHTepHET-3HAaKOMbIMM B PeasibHOM *KU3HM - MOCOBETYICA CO B3POC/bIM, KOTOPOMY
JoBepsAeLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. YnTaewsb o cebe Henpasay B MHTepHeTe - coobLm 06 3TOM CBOMM PoaUTENAM
NN OMEeKyHam;

2. MNpwvrnalwaoT NepenmcbiBaTbCs, UrpaTb, 0OMEHMBATLCSA - TPOBEPb, HET N NOABOXA;
3. He3akoHHoe KonupoBaHue painios B UHTepHeETe - BOPOBCTBO;
4. Bcerpa pacckasbiBali B3pOC/ibiM 0 Npobaemax B CETU - OHU BCEraa nomoryT;

5. Mcnonb3yit HaCTpoMKn 6e30NacHOCTM 1 NPUBATHOCTU, YTOBbI HE NOTEPATb CBOM aKKayHTbI B COLCETAX
W Apyrux nopTanax.

MOXHO

1. YBaxkal gpyrux nonb3osatenen;

2. Nonb3yewbca NHTEPHET-UCTOYHMKOM - Ae/1ail CCbINKY Ha Hero;

3. OTKpbIBal TONbKO Te CCbINIKM, B KOTOPbIX YBEPEH;

4. O6WaTbCs 32 MOMOLLbIO B3POC/bIM - POAUTENN, ONEKYHbI U aAMUHUCTPALMA CAUTOB BCErAa NOMOIyT;

5. Mponamn obyyeHue Ha carTte "CeTeBMUOK" 1 NOAYYM NAcnopT UMdPOBOro rpaxkaaHuHal

NHOOPMALIMOHHAA MAMATKA
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HA OOULIMANIbHBIX MHTEPHET-PECYPCAX

C KaXkablm rogom MOIOAEXKN B MHTEPHETE CTAaHOBUTbLCA 6OJ'IbLL|e, a WKOJZIbHUKKN O4HWUN U3 CaMbIX
aKTMBHbIX NO/Ib30BaTeNEMN PyHeTa. Me)K,a,y TEM, NTOMUMO OrPOMHOTI0 KOJZIMYECTBA BO3MO)‘KHOCT€17I,
UHTEPHET HECET U ﬂp06ﬂeMbI. OTa namATKa A0NXKHA NOMOYb Tebe 6esonacHo HaXo4uTbCA B CETU.

KomnbloTepHble BUpPYCbI

KomnbloTepPHbIN BUPYC - 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX MPOrPamMMm, OTANUYNTENbHON 0COBEHHOCTbIO
KOTOPOW ABNAETCA CNOCOBHOCTb K Pa3MHOXKeHMWI0. B fononHeHMe K 3TOMY, BUPYCbl MOTYT NOBPeanTb
WY NONHOCTBIO YHUUTOXUTL BCe Gaitibl U AaHHbIE, MOAKOHTPOIbHbIE NONb30BATENI0, OT UMEHM
KoToporo 6bl/1a 3anylleHa 3apaskeHHan NPorpamMma, a Tak:Ke NosBpeamTb UK AaXKe YHUUTOXKUTb
onepaLyMoHHYo cucTeMy Co BceMu dalinamm B LLeJIoM. B 6ONbLUMHCTBE C/IyYaeB pacnpoCTPaHAIOTCA
BMPYCbl Yepes MHTEepHeT.

MeTozpbl 3aLmMTbl OT BPEAOHOCHbIX MPOrpamm:

1. MCI‘IOI’Ib3y17I coBpeMeHHbIe onepaunoHHble CUCTEMDI, UMeLne Cepbe3HbIl71 YPOBEHb 3alNTbl OT
BPEAOHOCHbIX NPpOorpamm;,;

2. MNocToAHHO ycTaHaBAMBal Nayutn (LMdpPoBble 3aMNaTKMU, KOTOPble aBTOMATMYECKM YCTAaHABAMBAOTCA C
uenblo AopaboTKM Nporpammsl) U Apyrve 06HOBEHUA CBOEW ONepPaUMoOHHOM cucTembl. CKaumBai nx
TO/IbKO C 0pULMaNbHOTIO caitTa pa3paboTtumnka OC. Ecam cywiecTByeT pexxnm aBToMaTUYeCcKoro
06HOB/IEHNA, BKNIOYM €rO;

3. PaboTait Ha cBOeM KoMMbtoTepe Mo NpaBaMu N0Ib30BaTENA, @ HE AAMUHUCTPATOPA. ITO He
No3BO/IMT 60/IbLUMHCTBY BPEeAOHOCHbIX NPOrPamm MHCTaN/IMPOBATbCA Ha TBOEM MEPCOHAIbHOM
KOMMblOTEpPE;

4. Micnonb3yit aHTUBUPYCHbIE NPOrPaMMHble NMPOAYKTbl U3BECTHbIX NPOU3BOAUTENEN, C aBTOMATUUYECKMM
obHoBNeHnem b6a3s;

5. OrpaHunyb GpU3MYECKUiA ZOCTYN K KOMMNbIOTEPY A8 NOCTOPOHHMX NLL;

6. Vicnonb3yit BHeLWHWE HocuTenn nHGopMauuK, Takue Kak dpneLlka, AUCK uamn Gaiin U3 HTepHeTa,
TO/IbKO M3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKpblBait KOMNbloTepHble daitibl, NONYYEHHbIE N3 HEHAAEKHbIX MCTOYHWUKOB. [aKe Te daiinsl,
KOTOpble Npucaan TBOM 3HAKOMbI. Jlydlle YTOYHM Yy HEro, OTNPaBAAA N OH Tebe uXx.

Cetn WI-FI



Wi-Fi - 3TO He BUA nepeaayn AaHHbIX, He TEXHO/I0TUS, a BCero Wb bpeHa, mapka. Ewe 8 1991 roay
HUAEpPNAHACKas KOMNAHWUA 3aperncTpmpoBana bpeHg "WECA", yTo 0603Ha4ano cnoBocoyeTaHme
"Wireless Fidelity", koTopbii nepeBoanTCs Kak "becnpoBogHan TOYHOCTL'.

[0 Halwero BpemeHu gowna apyrada abbpesratypa, KOTOpas ABAAETCA TaKOM Xe TeXHoNormen. 31o
abbpesunatypa "Wi-Fi". Takoe HasBaHWe ObINO AAaHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoAe 03Ha4aeT "BblCOKaA TOYHOCTb".

[a, 6becnnatHbI MHTEPHET-A0CTYN B Kade, OTeNsAX N aaponopTax ABAAETCA OTIMYHON BO3MOMKHOCTbIO
BbIXO4a B UHTEPHET. HoO MHOrMe aKcnepTbl cuMTatoT, YTo obuweaoctynHble Wi-Fi ceTn He aBnsatoTca
6e3onacHbIMK.

CoBeTbl No 6be3onacHocTM paboTbl B 06WweaocTynHbix cetax Wi-fi:

1. He nepegaBsait CBOIO NMYHYIO MHPOpPMaLMIo Yepes obleaoctynHble Wi-Fi cetn. PaboTas B HuX,
»KenaTtesibHO He BBOAMTb NapOo/iM AOCTYyNa, JIOTUHbI U KaKMe-TO HOMepa;

2. Ucnonb3yi n 06HOBANAN aHTUBUPYCHbIE Nporpammbl M GpaHamayep. Tem cambiM Tbl 06e30nacuLlb
cebs OT 3aKauykK BMUpYCa Ha TBOE YCTPOMICTBO;

3. Mpwn ncnonbsosaHun Wi-Fi otkatoumn pyHKumio "O6wmn goctyn K dpaiam n npuHtepam”. [lJaHHanA
dYHKUMA 3aKpbITa MO YMOIYAHWUIO, OAHAKO HEKOTOPbIE NO/Ib30BATENN aKTUBUPYIOT ee ana yaobcTsa
NCnoJsib30BaHMs B paboTe nam yyebe;

4. He ncnonb3yi nybamuHein WI-Fl ana nepenayumn NNYHbIX AaHHbIX, HAaNnpumep Aaa Bbixoaa B
COLMANbHbIE CETU UM B 3/IEKTPOHHYIO MOYTY;

5. Ucnonb3yit ToNbKo 3alumlieHHoe coeanHeHrmne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-aapeca
BBOAM MMeHHO "https://";

6. B mobunbHOM TenedpoHe oTkAtoun dyHKLMIO "MoakntoveHme K Wi-Fi aBTomaTnyeckun'”. He gonyckai
aBTOMAaTUYECKOro NOAK/OYEHNA ycTpoincTea K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B HaLLy }KM3Hb, MHOTME /ll0AM paboTaloT U KMBYT TaM MOCTOAHHO, a B
Facebook y»e 3apernctpupoBaH MUAINAPL YENOBEK, YTO ABNAETCA OA4HOM CeAbMOM BCeX Kutenemn
nnaHetbl. MHoOrMe Noab30BaTeNN He NOHUMAIOT, YTO MHGOPMALLMA, PAa3MELLEHHAA UMM B COLMAbHbIX
CeTAX, MOXKEeT 6bITb HallZ4eHa U UCNOJIb30BAHA KEM YIOAHO, B TOM Yncie He 06a3atenibHO ¢ 6aarumm
HaMepeHUAMMN.

OcHoBHble coBeTbl N0 6€30MacHOCTM B COUMabHbIX CETAX:
1. OrpaHnyb CNUCOK Apy3eit. Y Tebs B APYy3bAX HE A0/MKHO 6bITb CNyYaHbIX M HE3HAKOMBbIX Nt0AEN;

2. 3aWwmLalt CBO YacCTHYIO XMU3Hb. He yKa3sbiBai Nnaponu, TenedoHsbl, agpeca, AaTy TBOEro POXKAEHUA U
APYryo IMYHYI0 MHGOPMaLMIO. 310YMbILLINEHHUKM MOTYT MCNONb30BaTb AaxKe MHPOPMaLMIO O TOM, Kak
Tbl U TBOW POAUTENN NAAHNPYETE NPOBECTU KaHUKYbI;



3. 3awmwal cBoto penyTaumio - AepPXKM ee B YUCTOTe M 3aaaBal cebe Bonpoc: xoTen 6ol Tbl, YTOObI
Apyrve nosib3oBaTenIn BUAENM, YTO Tbl 3arpyrKaewb? MNogymai, npexKae Yem 4to-To onybanMKoBaTh,
HanucaTtb U 3arpysuTb;

4. Ecnu Tbl roBOPMULLb C NH0AbMMU, KOTOPbLIX HE 3Haellb, He UCMO/b3YN CBOE peasbHOe UMS U APYIYIo
JNINYHYI0 MHPOPMALIMU: UMS, MECTO KUTENbCTBA, MECTO y4yebbl 1 NpoYee;

5. M36eralt pasmeleHunn ¢otorpaduin B UHTEepHETE, rae Tbl U306paykeH Ha MECTHOCTM, MO KOTOPOi
MOXHO onpeaennTb TBOE MECTOMO/OMKEHMNE;

6. Mpwu peructTpaumm B cOLMaNbHOM ceT HeobX04MMO MCNOIb30BaTb C/I0XKHbIE MAPO/N, COCTOSLLME U3
6YKB U LMP M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. OnAa coumanbHOM cetn, NoYTbl U APYrMX CaUTOB HEOHXOAMMO MCNO/Ib30BaTh pPa3Hble Nnapoaun. Torga
ecnn Teba B310MatoT, TO 310YMbILIAEHHUKM NOAYYaT AOCTYN TOABKO K O4HOMY MECTY, a He BO BCE Cpasy.

DNEeKTPOHHbIE AeHbIM

3/'IeKTpOHHbIe AEHbIN - 3TO OYEeHb yﬂ,O6Hbe/‘1 cnocob nnartexen, OAHAaKO CyuW,eCTBYHOT MOLWEHHWUKH,
KOTOpble XOTAT NONY4YNUTb 3TU AEeHblrN.

3/'IEKTpOHHbIe AeHbrn noABNANCL coBCEM HEAABHO N MMEHHO MN3-3a 3TONO BO MHOTMUX rocyaapcreax 4o
CNX NOP HE NPONNCAaHO NPO HMUX B 3aKOHaxX.

B Poccum e oHM GYHKLUMOHUPYIOT U O HUX Y3Ke NPOMMCAHO B 3aKOHE, FAe UX PasaenatoT Ha HECKO/IbKO
BMAO0B - aHOHWMHbIE U HE aHOHMMHbIE. PasHMLA B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca NPoBOANUTL onepaunn 6e3 MaeHTUOUKALMM NONb30BaTeNsA, @ B HEAHOHUMHBbIX
naeHTMdMKauma nob3osBaTenn asnseTca 06a3aTeNbHON.

TaKxe cnegyeT pas/iMyatb 3N1E€KTPOHHbIE GUaTHble AeHbrM (paBHbI rOCYAaPCTBEHHbIM Ba/lOTamM) 1
3N1EKTPOHHbIE HeduaTHble AeHbrM (He paBHbl rOCYAapCTBEHHbIM BailoTam).

OcHoBHble coBeTbl N0 6e30nNacHOM paboTe C 3/IEKTPOHHbIMMU AeHbIaMM:

1. NMpuBAXKM K c4eTy MOBUAbHBIV TenedoH. ITo cambliii yA0OHbIN U BbICTPbIN cnocob BOCCTAaHOBUTb
[0CTynN K cyeTy. NMpurBa3aHHbIN TesiepOoH NOMONKET, ecin 3abyaellb CBOM NAaTeXHbIN Napoab UK
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yii ogHopas3oBble naponu. MNocne nepexona Ha yCUNEHHYIO aBTopm3aLmio Tebe yke He byaert
YrpOXKaTb ONACHOCTb KPaXKM UM NepexsaTa NaaTeKHOro naposs;

3. Bbibepu cnoKHbili Naposib. MpecTynHUKam byaeT He NPOCTO yraAaTh C/IOXKHbIM Naposb. HagexHble
Nnapo/iM - 3TO NapPO/IN, KOTOPble COAEPKAT HE MeHee 8 3HAKOB W BK/HOYAIOT B cebA CTPOUHbIE U
NPOonUcHble ByKBbI, LMPPbLI U HECKONIbKO CUMBOJIOB, TaKME KaK 3HaK onnapa, GpyHTa, BOCKANLATENbHbIN
3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOMU NINYHbIE AaHHbIE Ha caﬁTax, KOTOpPbIM HE A0OBEPAELUb.



3J'IeKTp0HHaFI no4yTa

JNEeKTPOHHAnA noyTa - 3TO TEXHONOMSA U NPEAOCTaBASEMbIE €10 YC/YTM MO NEPECIKE U NONYYEHUIO
3/IEKTPOHHbIX COOBLLEHNI, KOTOPbIE PAcNpPeaenatoTCA B KOMMNbOTEPHOM ceTU. OBbIYHO 3NEKTPOHHbIN
MOYTOBbLIN ALWMK BbIFASAUT Cneayowmm obpasom: MMA_MNo1b30BaTeNs@umsa_aomeHa. TakxKe Kpome
nepeaaym NPoOCTOro TeKCTa, UMeeTcA BO3MOXKHOCTb nepeaaBatb dalinbl.

OcHoBHble coBeTbl N0 6e3onacHomn paboTe € 3/1EKTPOHHOM NOYTON:

1. Hago Bbi6paTb NPaBUAbHbIMA NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHbIN BbIGOP BecnaaTHbIX
MOYTOBBIX CEPBUCOB, OAHAKO Jlydlle AOBEPATb TEM, KOFO 3Haellb U KTO NepBbIii B PEATUHTE;

2. He yKasbiBait B IMYHOM MouTe IMYHYI0 nHopmMaumio. Hanpumep, nyywe BbibpaThb
"My3blKanbHbIM_paHaT@" nnu "pok2013" smecto "temall"”;

3. Ucnonb3yit ABYX3TanHyo aBTOpPM3aumto. 3TO Korga NOMMMO Naposis HY>KHO BBOAUTb KOA,
npucoliaemslii no SMS;

4. Bbibepu CNOXKHbIN Naponb. [Na Kaxa0ro NOYTOBOro AWMKa A0KeH BbiTb CBOM HaAEXHbIN,
YCTOMYMBbLIN K B3/IOMY Napo/ib;

5. Eciv eCcTb BO3MOKHOCTb HanmcaTb CAaMOMY CBOM JIMYHbIM BOMPOC, UCNO/b3YIM 3TY BO3MOXKHOCTb;

6. Micnonb3yi HECKO/bKO MOYTOBbIX ALWMKOB. MepBblit 414 YaCTHOM Nepenncky ¢ agpecatamm, KOTOPbIM
Tbl fl0BepsAellb. ITO 3/IEKTPOHHbIN afipec He HaAo UCNONb30BaTb NPU perncTpauumn Ha ¢opymax u
cauTax;

7. He oTKkpbiBali Gaiinbl M ApYyrye BAOKEHWS B MUCbMaX, AAXKe eC/IM OHU MPULLAIKN OT TBOWX APY3ei.
Jlydwe yTOUYHM y HUX, OTNPABAAAN NN OHW Tebe 3Tn dainbl;

8. Mocne oKoHYaHMA pPaboTbl Ha MOYTOBOM CepBuce Nepes 3aKpbiTUeM BKAaAKMU C caltToM He 3abyab
HaXaTb Ha "BbiTn".

KnbepbynnuHr uamn BupTyanbHOE M34EeBaTENbCTBO

KnbepbynnuHr - npecnesoBaHne coobLLEHUAMM, COAEPHKALLMMM OCKOpOAEHMA, arpeccuto,
3anyrMBaHue; XyIMraHcTBo; counanbHoe 60MKOTUPOBaHME C MOMOLLLbIO Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnmHrom:

1. He 6pocaiica B 60¥. Jlyuwmnii cnocob: NoCoBETOBATLCA KaK ceba BECTU U, CIN HET TOTO, K KoMy
MOXHO 06paTUTbLCA, TO BHAYale YCNOKOUTLCA. ECm Tbl HAYHEeLWb OTBeYaTb OCKOPHAEHUAMM Ha
OCKOp6AEeHUA, TO TONBKO elle 60/bLIe PasoXKKeLb KOHPAMKT;

2. Ynpasnai ceoen Knbeppenytaumnen;

3. AHOHMMHOCTb B C€TU MHUMaA. CYLLI,ECTBYIOT cnocobbl BbIACHUTb, KTO CTOUT 3@ aHOHMMHbIM
dKKAyHTOM;



4. He cTOUT BECTU XYNUTAHCKNIA 06pa3 BUPTYaNbHOM XKU3HU. MHTepHeT UKCMpPYET BCe TBOM AENCTBUA U
coxpaHseT ux. YaanuTb ux byaeT KpaiiHe 3aTpygHUTENbHO;

5. Cobntoaait cBOKO BUPTYaIbHYIO YECTb CMOJIOAY;

6. MITHOpMpPYI eguHUYHBIN HeraTuB. O4HOPa30Bble OCKOPOUTENbHbIE COOBLLEHMA NyYLlEe UTHOPUPOBATD.
O6bIYHO arpeccusa NpeKpaLLaeTcs Ha HavabHOW CTaamu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHMAMM, B COLMANBHBIX CETAX €CTb
BO3MOXHOCTb 6/1I0KMPOBKM OTNPaABKKN COOBLLLEHWNI C ONpeaeneHHbIX aapecos;

8. Ecav Tbl cBnaetennb KM6Ep6yﬂﬂVIHI'a. Teoun ,D,eﬁCTBMHZ BbICTYNAUTb NPOTUB NpecnenoBaTteia, NOKa3aTb
emy, 4To ero ,D,EVICTBMﬂ OUEHNBAKOTCA HEMATUBHO, NOAAEPHKATb KEPTBY, KOTOpOVI HY»XHa
ncmnxonorn4yeckada nomollpb, COO6LLI,VITb B3pPOC/ibiIm O (baKTe arpeccnBHOro nosegeHnA B CceTu.

MobunbHbIl TenedoH

CoBpemeHHble cMapTdOHbI U NAAHLLETbI COAEPKaT B cebe BMNoJIHe B3POC/bl PYHKLUMOHAN, U TENEPb
OHM MOTYT KOHKYPMPOBaTb CO CTaLUMOHapHbIMM KOMMbloTepamn. OHaKOo, CpeacTs 3alnTbl ANA
NoAo06HbIX YCTPONCTB MOKa 04eHb Mao. TeCTUPOBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He TaK
WMHTEHCUBHO, KaK ana MK, To ke camoe KacaeTca U MOBUAbHbIX MPUIOKEHWNA.

CoBpeMeHHble MObUuAbHbIE Bpay3epbl yxKe NPAaKTUYECKN A0rHaAM HACTOJIbHbIE aHaN0rM, O4HAKO
pacwmpeHne GpyHKLMOHANa BAeYeT 32 060l 60/bLLYIO CIOXKHOCTb M MEHbLLYIO 3aLLMNLLEHHOCTD.

[aneko He Bce NPOM3BOAMTENN BbIMYCKAOT 06HOBNEHMA, 3aKPbIBaOLWME KPUTUYECKME YA3BMMOCTU 1A
CBOWX YCTPOWMCTB.

OcHoBHble coBeTbl A1A 6e3onacHoCcTU mobuabHoro TenedoHa:

Huuero He aBnseTcA no-HacToAwemy 6ecnnaTHbiM. Byab ocTOpoXKeH, Beab Koraa Tebe npegnaratot
6ecnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKPbITbI KAKME-To NaaTHbIe YCAYru;

JOyman, npexge yem otnpasuTb SMS, $oTo nnm Buaeo. Tbl TOYHO 3HaELWD, r4e OHW ByAyT B KOHEYHOM
utore?

HeobxoaMmo 06HOBAATL ONEPALMOHHYIO CUCTEMY TBOEFO CMapTPOHa;
Mcnonb3yi aHTUBUPYCHbIE NPOrpaMmmbl g5 MOBUbHbLIX TenedoHOB;

He 3arpy>+<al71 NPUNOXKEHNA OT HEN3BECTHOIO NCTOYHUKA, B€4b OHM MOTYT COAepXKaTb BpeaAOHOCHOE
nporpammHoe o6ecnequme;

Mocne Toro Kak Tbl BbiNgeLb C caiTa, rae BBOAWA ANYHYIO MHOPMALLMIO, 3aiaM B HAacTPOMKK bpay3epa
n yaanu cookies;

Mepuogunyeckmn HpOBepHVI, KaKune nnatHble YCAYyrn aktTuBupoBaHbl Ha TBOEM HOMEpPE;

L],aBaﬁ cBom HOMep MOBUNBbHOrO Tened)OHa TONIbKO NH04AM, KOTOPbIX Tbl 3HaelWb N KOMY A0BepAeLlb,



Bluetooth AO0/KEH 6bITb BbIK/1KOYEH, KOr4a Tbl UM HE NOJib3yeLlbCA. He 3abbiBai MHOT4a NPOBEPATb 3TO.

Online urpbl

CoBpeMeHHble OHMIANH-UTPbI - 3TO KPACoUHble, 3aXBaTbIBalOWME pasB/eyeHus, 0bbeanHAWME COTHU
TbICAY YENOBEK N0 BCeMy MUPY. MIrpoKK nccnegytoT AaHHbIM MM MUP, 06LWAI0TCA APYT C APYrOM,
BbINO/IHAIOT 3aaHNA, CPAXKAKOTCA C MOHCTPAMM M MOJIYYatoT OMbIT. 33 YA0BO/LCTBUE OHU NAATAT:
MOKYNaloT AMCK, OMNIaunBaloT abOHEMEHT UM NMPMOBPETAIOT KaKMe-TO OMNUUM.

Bce 3Tv cpeacTBa MAYT Ha NoaaeprKaHue M Pa3BUTUE UIPbl, @ TaKKe Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3ALLMM, BbIMYCKAOTCA HOBblE NaTuu (LndpoBble 3anaaTku ans
nporpammy), 3aKpblBatoTCA YA3BUMOCTU CEPBEPOB.

B I'IO,CI,06HbIX Urpax CTonT onacaTbCA He CTOJIbKO CBOUX CONEPHUNKOB, CKOJIbKO Kpa*Xn TBOEro naposifa, Ha
KOTOPOM OCHOBaAHa CUCTeMa aBTOPU3aLLUN 60NbLUINHCTBA nurp.

OcHoBHble coBeTbl Mo 6€30MacHOCTM TBOETO UPOBOTO aKKayHTa:

1. Ecnv gpyroli urpok Beaet ceba Naoxo Uamn cosgaeT Tebe HENPUATHOCTH, 3abIOKMPYIA ero B CNMCKe
WrPOKOB;

2. ﬂomanyﬁcn AOMUNHUCTPATOPAM UTPbl Ha NJI0OX0€E noBeaeHNE 3TOro UTPOKa, XKenaTeZIbHO NPUNOKUTb
KaKne-To gOoKa3aTesibCTBa B BUAE CKPUHOB,

3. He yKasbiBait AnyHyto MHPopmauymio B npodaiine urpbl;
4. YBaalt gpyrmx y4aCTHMKOB MO UTPeE;

5. He ycTaHaBnMBal HeoduLManbHble NAaTYU U MOAbI;

6. Mlcnonb3yi CNOXKHbIE U PasHble NAPOAW;

7. [axe BO BpeMs UrPbl HE CTOUT OTK/HOYaTb aHTUBMPYC. MOKa Tbl UrpaeLlb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

duwnHr nam KpaXa NMNYHbIX AaHHbIX

O6bIuHOM Kparkel AeHer U AOKYMEHTOB CEroAHSA Y3Ke HUKOro He YAUBMLIb, HO C Pa3BUTUEM UHTEPHET-
TEXHO/IOTNI 3/T0YMbILUIEHHUKN NepeMeCTUNINCE B UHTEPHET, U NPOA0/IKAOT 3aHUMaTbLCA "tobumbim"
OEe/IOM.

TaK nosiBMIACb HOBas yrpo3a: MHTEPHET-MOLLIEHHMYECTBA UM GULIKHT, T1aBHAA Le/ib KOTOPOro COCTOUT
B NOAy4eHMM KOHOMAEHUMANbHBIX AaHHbIX NO/b30BaTeel - NOTMHOB W Naposeit. Ha aHrIMIACKOM A3blKe
phishing unTtaetca Kak ¢puwmHr (ot fishing - pbibHas nosns, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULINHIOM:



1. Cneapm 3a cBOMM akKayHTOM. Ecnm Tbl No403peBaellb, YTO TBOA aHKeTa bblaa B3lomaHa, To
HeobxoAnMmo 3a6/10KMPOBaTL ee U CoOOBWNTL agMUHMCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKopee;

2. Ucnonb3yi 6e3onacHble Beb-caiTbl, B TOM YNCAE, UHTEPHET-MarasMHOB M MOMCKOBbIX CUCTEM;

3. MCﬂOI’Ib3y17I C/IOXKHble U pa3Hble Napoin. Takum o6pa30M, ecnn Tebn B3/10MatoT, TO 3/10yMbIWLUNEHHUKHA
nony4yat 4oCTtyn TO/1IbKO K OAHOMY TBOEMY npod)mmo B CETU, a HE KO BCEM;

4. Ecnm Tebsa B3OMaAn, To HeobxoAMMO npeaynpeanTb BCeEX CBOMX 3HAKOMbIX, KOTopble A06aBneHbl y
Tebs B ApYy3bsX, 0 TOM, YTO Teba B3/loMann 1, BOSMOKHO, OT TBOEro MMeHU ByaeT paccbinaTbCa cnam u
CCbI/IKM Ha GULUMHIOBbIE CalTbl;

5. YcTtaHoBM HageHbii naposnb (PIN) Ha MobubHbIN TenedoH;
6. OTKAtOYM coxpaHeHMe napons B bpaysepe;

7. He oTKpbIBai Gpaiinbl U gpyrue BAOXKEHUA B MUCbMAX, AAXKe €C/IM OHM NPULLAN OT TBOUX APY3EN.
Jlydwe yTOUYHM Yy HMX, OTNPABAAAN AN OHW Tebe 3Tu dainbl.

Undposan penytaums

UndpoBan penyTaums - 3To HeraTMBHas UanM NO3NTUBHaA MHGOPMaLUs B ceTu o Tebe.
KomnpomeTupytowan nipopmaLmsa, pasmeLLeHHAn B UHTEPHETE, MOMKET CEPbe3HbIM 06pa3om
OTPa3UTbCA Ha TBOEW peanbHOM KusHu. "LUndposas penytaumna” - sTo TBOM UMUAK, KOTOPbIN
bopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MECTO KUTeNbCTBA, y4ebbl, TBoe GUHAHCOBOE NO/IOKEHNE, 0COBEHHOCTM XapaKTepa 1 PaccKasbl O
6/113KMX - BCE ITO HAKaNAMBAETCA B CETU.

MHorne noApOCTKN NErKOMbICNIEHHO OTHOCATCA K Ny6AMKauMmn NMYHoN nHbopmaumm B HTEpHeTe, He
MOHMMasn BO3MOMKHbIX MOC/IeACTBMIA. Thl AaXKe HE CMOMellb A0rafaTbCA 0 TOM, YTo ¢poTorpadus,
pasmelleHHas 5 eT Hasag, cTana NPUMYMHON OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuu, pasmeleHune Teonx doTorpaduin u gpyrue AencTBua MoryT He UCHE3HYTb AarKe nocne
TOrO, KaK Tbl UX yAanuwb. Tbl HE 3HaeLlb, KTO COXPaHWA 3Ty MHbOPMaLMIO, NONana M OHa B MOUCKOBbIE
CUCTEMbI U COXPAHWIACh /1M OHa, a INIaBHOE: YTO NOAYMAIOT O Tebe OKpyKatoLWwue NtoamM, KoTopble
HaMAyT U YBUAAT 3T0. HaTM MHGOPMALMIO MHOTO JIET CNYCTA CMOXKET 1t060M - Kak 13 406pbIX
nobyXaeHuWi, Tak U C HAMEepPEHMUEM MPUYMHUTL Bped. ITO MOXKET BbITb KTO YrogHO.

OCHOBHble COBETbI MO 3aLmTe UndpoBoI penyTaumu:
1. Moaymali, npexae Yem Yto-To Ny6AMKOBATL M NepenaBaTb y cebsa B 610re UM B COLMANLHON CeTH;

2. B HacTpoliKax npoduaa yCTaHOBM OrpaHUYEHUA Ha MPOCMOTP TBOEro NPOdGUIA U ero CoAEPHKUMOro,
caenam ero TonbKo "ansa apysei”;

3. He pasmeLait 1 He yKasblBali HPOPMaLMIO, KOTOPAA MOMKET KOro-Mbo ocKopbaAaTb UK 06MKaTb.



ABTOpPCKOE NpaBo

COBpEMEHHbIe LWKOJIbHUKW - aKTUBHbIE NO1b30BATE/IN LI,Md)pOBOI'O NPOCTPaHCTBA. OAaHaKo ganeKko He Bce
3HAKOT, YTO NO/Ib30BaHNE MHOITMMU BO3MOXKHOCTAMU LI,M(I)pOBOI'O mMupa Tp66YET CO6III-OAEHMF| npas Ha
WUHTENNEKTYA/IbHYIO COBCTBEHHOCTb.

TepmuH "MHTeNNeKTyanbHaA COOCTBEHHOCTb" OTHOCUTCA K Pa3/IMYHbIM TBOPEHMAM Ye/10BEYECKOro YMa,
HA4YMHanA C HOBbIX M306peTeHUIn M 3HAKOB, 0603HAYaOWMX COBCTBEHHOCTb HA NPOAYKTbI U YCNYTU, U
3aKaHuYKMBaA KHUramu, dotorpadmamm, KNUHOGUAbMAMMN N My3blKaIbHbIMU NPOU3BEAEHUAMM.

ABTOPCKMe NpaBa - 3T0 NpaBa Ha MHTeANEKTyaNbHYI0 COBCTBEHHOCTb Ha NPOU3BEAEHUA HaYKH,
NMTepaTypbl U UCKyCcCTBa. ABTOPCKME NpaBa BbICTYMatoT B KAYeCTBe rapaHTMM TOro, YTO
WHTENNIeKTYabHbI/TBOPYECKUI Tpya aBTopa He byaeT HanpacHbIM, acT eMy cnpaBeanmBble
BO3MOXHOCTM 3apaboTaTb Ha pe3yabTaTax CBOEro TpyAa, NOAYyYUTb M3BECTHOCTb U NpM3HaHMe. HUKTO
6e3 paspelleHuns aBTopa He MOKEeT BOCNPOU3BOAMTL €r0 NPOU3BEeAEHUE, PAacNpPOCTPaHATb, Ny6AUYHO
OEMOHCTPUPOBaTh, NPOAaBaTh, UMNOPTMPOBATb, NMYyCKaTb B NPOKAT, Ny6ANYHO UCNONHATb,
MOKasblBaTb/UCMOAHATL B 3dUpe am pasmeLlatb B MHTepHeTe.

Mcnonb3oBaHuMe "nupaTckoro” nporpammHoOro obecneyeHmns MOXKeT NPUBECTU K MHOTUM PUCKaM: OT
NnoTepu AaHHbIX K TBOMM aKKayHTam g0 6/J0KMPOBKM TBOEFO YCTPOMUCTBA, FAe YCTaHOB/IEHA HeneranbHas
nporpamma. He cTouT Take 3abbiBaTb, YTO CYLLECTBYIOT JierasibHble U BecnnatHble NPOrpammbl,
KOTOPbIE MOXHO HANTU B CETU.

O noptane

CeTeBUYOK.pd - TBOM rNaBHbIN COBETYMK B CETU. 34Ch Thl MOXKELUb Y3HATb 0 6€30NacHOCTU B CETH
NOHATHbIM U AOCTYNHbIM A3bIKOM, @ NPN BO3SHUKHOBEHWNA KpMTVIl-IeCKOVI CuTyaumnmn 06paTVITbCFI 3a
COBETOM. A TaKKe NMPUHATb y4acTUe B KOHKYpPCax U CTaTb CaMbiM LiMPPOBLIM FpaxKgaHUHOM!



